Draft “Annex-A"

AZAD GOVT OF THE STATE OF JAMMU & KASHMIR
OFFICE OF COMMISSIONER INLAND REVENUE (DT) /HOD

MUZAFFARABAD (AJ&K)

TENDER NOTICE
The Depariment of Inland Revenue, AJ&K intends lo purchase the following items as per PPRA
rules Single Stage-Single Envelope Procedure from Sales Tax and Incomne Tax Regislered
Company also included in Active Taxpayer List according lo the below mentioned Terms and
Condilions. ; e 3
S. No. | ltems L Ty e Quanlity |
1 | Server (s) - branded Bl o kY [ ks, il 2|
2 | OS: Windows Server (s) eell 2
3 | Firewall . - 1
4 | Standby Power Generalor - branded 1
5 | PVC RFID card Printers (with securily features) ] s
6 | Printer (s) Heavy duty - branded - s 21
7 | Hypervisors s 1
8 | Scanner(s) -branded 3
9 | Camera(s) -branded 4
10 | Desklop (s) f CPU(s) -branded 40
11 | OS: Windows 10 64 bil 40
12 | UPS 1000VA / BOOW -branded 40 |
13 | UPS 3KVA - branded 2
14 | Network Points 2]
15 | Networks Swilch(s) -branded 30
16 | Ports Patch Panel(s) . 5
17 | Bio-metric Machine(s) - branded 6
18 | Wi-Fi router(s) -branded 25
19 | Data Cabinet 12U 1
20 | Patch Panel 24 poris L. 1
21 | Fax Machine(s) \ : 2
22 | Laplop PC(s) -branded \ — 20
23 | Compuler Table(s) » 0N 40
24 | Compuler Chair(s) ' 40 |
[ 25] Digital Multifunction Photocopier Machine(s) - branded | 2|

Terms and Conditions

1. Tenders should be accompanied with GST, NTN Centificales

2. Bid document can be obtained from the Administrative Officer, Office of Commissioner Inland
Revenue (DT)HOD, Muzaffarabad

3. Call Deposit/Pay Order equal to Rs. 1.455 million (5% of the estimaled value of procurement)
in favor of Administrative Officer, Office of Commissioner Inland Revenue (DTYHOD,
Muzaffarabad .

4. The sealed tenders should reach the undersigned by Thursday, 02™ June 2022 at 11.00 a.m.

5. Tenders will be opened in the presence of bidders al 12:00 p m. on the same day.

6 The successful bidders shall be required to supply the requisite items whin shortest possible
time of placing the order.

7. supplier shall deliver the items al office of Commissioner, Inland Revenue (DT)HOD,

. Hambt%ﬂ&l(} at hiluwnco::,e

supplier will provide warranty (free service & maintenance) of ipment ne

on site i.e. Inland Revenue Field Offices across AJ&K. vertga for ctm aay |

8. The supplied items will be specifically inspected and the supplier will
demonstrate (if required) the functionality of the Hardware before the Purchase

10, m amount shall be paid to the supplier subject to a




AZAD GOVT. OF THE STATE OF JAMMU & KASHMIR
OFFICE OF COMMISSIONER INLAND REVENUE (DT)/HOD

MUZAFFARABAD (AJ&K)

BID DOCUMENT

“Annex-B”

The Department of Inland Revenue, AJ&K intends to purchase the following items as per AJ&K PPRA
rules Single Stage-Single Envelope Procedure from Sales Tax and Income Tax Registered
Companies/Firms also included in Active Taxpayer List according to the beslow mentioned Terms and

Chassis: 2.5" with uptn 8 Hot Plug Hard Drives
xm _

Memory Conﬁguratlon Type Ze(
RAID: C2, RAID 0 HDDs or SSDs (matching Tvpe /
Speed/ Capacity)

Internal Storage Controllers: PERC H330 RAID

Controller, LP

Hard Driver: 1TB X 3 SSD SATA read Intensive 6Gbps
512 2.5 in Hot-plug AG Drive, 1 D, 1752 TBW,
3XHHD 1 TB

ESM: Idrac9, Enterprise

Additional Network Cards: On-Board Broadcom 5720
Dual Port 1Gb LOM Broadcom 5720 Dual Port 1GbE
Network LOM Mezz Card

Internal Optical Driver: DVEJH- RW SAIA. lf:&mal

Conditions.
Sr. Items Specifications Cost | Qty | Total
No. per Rs.
Unit
{ Rs.
1 | Server(s) Database Server High Capacity for CMVRS 2
HP or | TPM: 2.0
equivalent/Higher
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the firewall throughput. Note: The throughput
should not assume any traffic to be bypass:d
from the IPS

Required maximum L7 concurrent session
200,000

Required AC power supply

The proposed firewall should support
Active/Standby clustering

NGIPS with full contextual awareness of users,
infrastructure, applications, and content 10
detect multi-vector threats :

Required granular Application Visibility and
Control with support for more at least 4,000
applications

Required NGIPS signature for at least 16,000
with the ability to add custom signatures

The firewall should have at least 200GB of
storage for event logs, malware files, 1PS
signatures, elc.

The proposed firewall should seamlessly
migrate the policies present on the existing.
ASASSSS firewall using automatic migration
tools. Proposed vendor to identify the migration
tool that they will use 3
Detection of Geo location of IP Addresses
The firewall should support SSL decrypticn o

enforce NGFW & NGIPS policies
Should support IPSEC throughput of at leust
IGbps with 150 VPN peers

SSL decryption throughput of at least 700
Mbps should be supported

The firewall should support rate-limiting traffic
on the basis of users, applications, AD groups,
efc. L

Integrate with Microsoft Active Directory
Server for implementing user-based application
access control :
Support creation of security policy based cn
AD Users and Groups in addition to
source/destination 1P

Support AAA, RADIUS, SNMP
The firewall should be able to identify
application protocol correctly without
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source security integration with Snort and
OpenApplD for access to communily resources
and ability to easily customize security to
address new and specific threats and
applications quickly
e Full contextual awareness policy enforcemznt
based on complete visibility of users, mobile
devices, client-side applications,
communication between virtual machines,
vulnerabilities, threats, and URLs
s Allow administrators to create custom IPS
signatures
e  When an IPS signature is matched the
following configurable actions can be
automatically taken:

o Detailed attack logging with hyperlink
to IPS encyclopedia references
o In-built email alerts
o SNMP traps
o Packet logging for forensic studies
o black or reset sessions
and A e required for the :
arm}lkgence md "AC/Software/Hardware
3 Warranty & Support ' \
e The principal should have local spare depcts in
Pakistan with NBD RMA replacemem
Centralized Management, Monitoring & Reporting: Qty
1
o Centralized security management console and
) database repository for event and policy
management of NGFW and Advance Malware
y / Y Detection and Prevention
/ ¢ Centralized configuration, logging, monitcring,
and reporting for NGFW and Advance Malware
)7 Detection and Prevention
: e Centrally manage network security and
operational functions, including event
-y )\ monitoring, analysis, incident prioritizatio,
I\ " | and reporting,
\P ,' ; ' * 81"“““ be a physical appliance with redundant
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location information, content, and network
behavior as well as network attacks and
malware trajectory

e Provide full stack visibility covering breadth of
contextual awareness including

o Threats

o Users

o Web Applications

o Client applications

o Application protocols
= File transfers
=  Malware
= CNC servers

k = Network servers
" Server/host operating system
& = Mobile devices

L ]

Virtual machines
vice user management

| erating reports oil
i ; i eekly,

e Correlation and remediation fea Freal-
time threat response y
Network behavior and performance monitoring
The solution should be able to send email alert
messages :

e The management platform must include an
integration mechanism, preferably in the form
of open APIs and/or standard interfaces, to
export SNMP information to network
management systems.

e 3 Years TAC/Software/Hardware Warranty &

MTIOTILILS

Support.
| Digital LCD Display, 50 kVA, OR Higher K
Canopy, Soundproof, Padding, Installation, 50 meter

- | cable, Three phase AC Auto switching etc.

L




Higher
Interface USB 2.0 and Ethernet
Operating System Support Windows 7, 8, 10 (32 &

64bits)
Lamination Method:
Lamination Mode: Double-si
Lamination Speed: 16 — 30 secon
(single- or double-sided) .
Temperature Settings: 90°C — 180°C adjustable in
5°C steps 1

Power Supply 100/120 V and 220/240 V, 50/60 Hz
Warranty Printer: 36 months
Printhead: Lifetime Warranty
Ribbon Specs

Full Color YMCK Ribbon
Minimum 1000 fmages / Roll or Higher
Retransfer Film

Art Retransfer Film

Minimum 1000 images / Roll or Higher —
Customize Holographic Lamination Roll

Thermal Transfer
ded (simultaneously)

ds per card

1'.

Minimum 1000 Laminates / Roll or Higher

Upto 38 ppm, HP Fast Res 1200, HP Pro Res 1200,

21

6 | Printer(s) -
Heavy duty 600 dpi OR Higher
HP or equivalent -
+ 7 | Hypervisors Hypervisor 16C management Licenses 1
8 | Scanner(s) Multiple size Paper Scanner, 1200 DPI, Multiple scan 3
J ] HP or equivalent | file format, 30 PPM, 1500 pages daily, USB Port, 64 MB
Memory OR Higher
9 | Camera(s) Full HD, Auto Focus, Audio Video recording, 8.0 mega 4
Branded pixel, or higher compatible with existing application OR
Higher
10 | Desktop CPU(s)/ | Specifications: Deskt% PCs (Branded with 18.8" LED 40
Computers Processor: Intel i7 10" generation Processor; 2.3 GHz
HP‘ Tower or | with turbo boost up to 4.10, 12MB L3 Cache, RAM, 08
equivalent/ GB DDR4 with extra memory slots, 1TB Hard Disk
Higher ?II?J‘ Wireless Keyboard, Mouse, Wifi Enabled OR
igher
~ = Yy
11 | Operating 64 Bit License Windows 10 OR Higher 40
System _
12 | UPS APC 1000VA/800W Smart UPS or Higher 40

APC  or

UPS with minimum backup time
OR Higher up time four
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rs should be accompanied with GST, NTN Certificates.

Panels 24 Ports Patch Panel OR Higher 6
17 Bio—metﬁc Multi language, high verification speed, advancz and 6 |

Machines user friendly Ul, OR Higher

-Branded
18 | Wi-fi Routers 4G LTE OR Higher 25

Huawei or

equivalent
19 | Data Cabinet 12U 1
20 | Patch Panel 24 ports OR Higher 1
21 | Fax Machine Automatic Sheet feeder, 10 second per page, redial 2

Panasonic or | automatic and manual OR Higher

equivalent
22 | Laptop PC Core i7 10" generation, 8GB, 1TB, Windows 10 OS, 20

HP or equivalent/ FHD, 15.6" screen, Full Keyboard OR Higher '

Higher |
23 | Computer Table - Master Brand or equivalent 40
24 | Computer Chair - Master OffSys Hi Back, Fabric or equivalent - 40
25 | Digital Multi- | Speed: 50 CPM 2

function Warm up time: 19 seconds,

Photocopier Memory: 2GB, 3

machine HDD: 320 GB,

Resolution; 600 dpi
Panasonic or | Zoom: from 25% to 400% in 1% step,
equivalent Paper input capacity; Standard OR Higher
Total (Equipment & Hardware)

document can be obtained from the Administrative Officer, Office of Commissioner inland

B

Revenue (DT)/HOD, Muzaffarabad. _ .
Call Deposit/Pay Order equal to Rs. 1.455 million (5% of the estimated value of procurement) in favor
of Administrative Officer, Office of Commissioner Inland Revenue (DT)/HOD, Muzaffarabad..

The sealed tenders should Thursday, 02" June 2022 at 11
Tenders will be opened in the p '-

reach the undersigned by _ .
‘bidders shall be rec he

.
" M

at 1100 a.m.
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rms/Companies are prohibited for participation and all bidders shall furnish an
te that they are neither black listed nor in conflict with Government anywhere in

the State of the AJK, GB or Islamic Republic of Pakistan.

15. Wemis also available on AJ&K PPRA website (hitps://ajkppra.gov.pk ).
16. Evaluation Report/Award of Contract shall also be displayed at AJKPPRA website.
nce and past performance, capabilities with respect
any in the

17 The bid shall be accompanied by relevant experie _
( priate managerial capacities of the comp

to personnel, equipments, financial position, appro
el

18. The bidder she II furnish duly filed Tax Returns along

19. The successful bidder will have to deposit the 10% O

with annexure(s) for the last three years.
f the bid value as performance guarantee.

(Zahid Aslam)
' . _secretary Purchase Committee/Admin Officer
Office amissioner Inland Revenue (DT)/HOD, Muzaffarabad
- / " Ph:05822-920627 Fax: 05822-920736
/ -l = |

i



